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Data protection regulation aims to protect inDiviDuals against misuse and abuse of their personal 
data, while at the same time allowing businesses and governments to use personal data for legitimate 
purposes. Collisions between these aims are prevalent in practices such as profiling and behavioral targeting. 
Many online service providers claim not to collect personal data. Data protection authorities and privacy 
scholars contest this claim or raise serious concerns. This paper argues that part of the disagreement in the 
debate stems from a conflation of distinct notions of identifiability in current definitions and legal provisions 
regarding personal data. As a result, the regulation is over- and under-inclusive, addresses the wrong issues, 
and leads to opposition by the industry. In this paper I deconstruct identifiability into four subcategories: L-, R-, 
C- and S-identifiability. L-identifiability (look-up identifiability) allows individuals to be targeted in the real world 
on the basis of the identifier, whereas this is not the case in the other three. R-identifiability (recognition) can 
be further decomposed into C-type (classification) identifiability, which relates to the classification of individuals 
as being members of some set, and S-type (session) identifiability, which is a technical device. Distinguishing 
these types helps in unraveling the complexities of the issues involved in profiling, dataveillance, and other 
contexts. L-, R-, and C-type identification occur in different domains, and their goals, relations, issues, and 
effects differ. This paper argues that the different types of identifiability should be treated differently and that 
the regulatory framework should reflect this.  
la réglementation De la protection Des Données vise à protéger les particuliers contre le 
mésusage et l’abus de leurs renseignements personnels, tout en permettant aux entreprises et aux 
gouvernements de se servir de ces renseignements à des fins légitimes. Les collisions entre ces objectifs sont 
courantes dans les pratiques que sont notamment le profilage et le ciblage comportemental. Bon nombre de 
fournisseurs de services affirment ne pas recueillir de renseignements personnels. Les instances responsables 
de la protection des données et les spécialistes des questions de respect de la vie privée contestent cette 
revendication ou, en tout cas, émettent de sérieuses réserves à ce sujet. Dans ce texte, on soutient que le 
désagrément entourant ce débat découle en partie de la méthode d’appariement de notions distinctes 
« d’identifiabilité » dans les définitions actuelles et les dispositions législatives relatives aux renseignements 
personnels. Par conséquent, la réglementation envisagée est à la fois trop et pas assez « inclusive », elle traite 
les mauvaises questions et suscite l’opposition au sein de l’industrie. Dans ce texte, je déconstruis l’identifiabilité 
en quatre sous-catégories : L-, R-, C- et S-. L signifie « look-up identifiability » (soit la recherche de l’identifiabilité) 
et permet aux personnes d’être ciblées dans le monde réel à l’aide d’un identificateur, alors que ce n’est pas 
le cas des trois autres sous-catégories. En effet, R signifie « identifiability » dans le sens de la reconnaissance 
et peut à son tour être décomposée en une sous-catégorie de type C (pour classification), laquelle réfère à la 
classification des individus en tant que membres d’un ensemble et une autre sous-catégorie appelée S (pour 
session) correspondant à une aide technique. Établir une distinction entre ces divers types permet de mettre 
en lumière les complexités des questions en jeu dans le cadre du profilage, du contrôle des données et d’autres 
contextes. L’identification des types L-, R-, et C- se produit dans différents domaines et leurs objectifs, leurs 
rapports, les questions en jeu et leur incidence diffèrent de l’un à l’autre. Dans ce document, on soutient qu’il 
faudrait traiter de manière spécifique chacun des différents types d’identifiabilité et que le cadre réglementaire 
devrait refléter cette réalité.
Do They Know Me? Deconstructing Identifiability 
Ronald	Leenes*
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1. INTRODUCTION
the “Revealed I” confeRence1 featuRed a debate	between	a	representative	of	
the	 Internet	 Advertising	 Bureau	 and	 privacy	 advocates	 about	 some	 of	 the	
pressing	privacy	 issues	of	contemporary	 internet	use:	behavioral	 targeting	and	
profiles.2	While	the	topic	in	itself	is	very	interesting	and	important,	the	discussion	
also	 clearly	 showed	 a	 conceptual	 confusion	 that	 is	 present	 in	 many	 current	
discussions	about	data	protection	and	online	privacy.	In	the	context	of	behavioral	
targeting,	the	confusion	amounts	to	something	like	this.	We	(privacy	advocates)	
are	 concerned	about	 the	 profiling	 and	behavioral	 targeting	 conducted	by	 the	
advertisement	industry	on	the	basis	of	the	online	behavior	of	individual	internet	
users.	The	advertisement	industry	counters	that	although	one	may	find	profiling	
and	behavioral	 targeting	 troublesome,	we	 (the	advertisement	 industry)	do	not	
collect	personal	data,3	and	hence	we	consider	ourselves	 to	operate	within	 the	
boundaries	of	the	law	(if	there	is	one),	so	where	is	the	problem?	
	 The	problem	 in	 this	 line	of	argument	by	 the	advertisement	 industry	 is	

























	 What	 is	 certain	 is	 that	 identifiability	 goes	 well	 beyond	 names	 and	








	 In	 this	 paper	 I	 will	 argue	 that	 the	 notion	 of	 “identifiable	 person”	 in	
current	 legal	 provisions	 and	 definitions	 conflates	 a	 number	 of	 distinct	 types	
of	 identifiability	 that	 are	best	distinguished	 to	prevent	 the	 kind	of	discussions	































5.	 See	for	instance	Preamble	10	of	the	European	Community,	Council Directive 95/46/EC of 24 October 1995 
on the protection of individuals with regard to the processing of personal data and on the free movement 
of such data,	<http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML>,	[1995]	






and	case	 law,	 the	DPD	provides	some	guidance	as	 to	what	 identifiable	means	
in	 the	 data	 protection	 context	 through	 Article	 2(a).	 An	 “identifiable	 person	 is	
one	 who	 can	 be	 identified,	 directly	 or	 indirectly,	 in	 particular	 by	 reference	 to	





to	 single	 out	 certain	 individuals	 in	 an	 audience.	 Identification	 is	 therefore	 a	
successful	 attempt	 to	 identify	 an	 identifiable	person.	Our	principal	 concern	 for	













































combination	 of	 significant	 criteria	 which	 allows	 him	 to	 be	 recognized	 by	
narrowing	 down	 the	 group	 to	 which	 he	 belongs	 (age,	 occupation,	 place	 of	
residence,	etc.).12	














the	 understanding	 of	 identifiability.	 The	 first	 kind	 of	 information	 (appearance)	
allows	 for	 recognizing	 my	 friend	 on	 the	 street,	 which	 is	 not	 possible	 with	 the	
second	kind	of	information	(driver’s	license	number),	unless	one	is	able	to	inspect	










person”	 implies	 most	 often	 a	 reference	 to	 the	 person’s	 name.	 In	 order	 to	
ascertain	this	identity,	the	name	of	the	person	sometimes	has	to	be	combined	
with	other	pieces	of	information	(date	of	birth,	names	of	the	parents,	address	
or	a	photograph	of	 the	 face)	 to	prevent	confusion	between	that	person	and	
possible	namesakes.	[…]	The	name	may	also	be	the	starting	point	leading	to	







information	about	 the	persons	 in	his	 family	 (through	 the	 family	name)	and	a	





the	 original	 information	 is	 associated	 with	 a	 natural	 person	 who	 can	 be	
distinguished	from	other	individuals.	14







	 [W]hile	 identification	 through	 the	 name	 is	 the	 most	 common	 occurrence	 in	
practice,	a	name	may	itself	not	be	necessary	in	all	cases	to	identify	an	individual.	
This	 may	 happen	 when	 other	 “identifiers”	 are	 used	 to	 single	 someone	 out.	






the	 individual	 it	 is	 possible	 to	 categorise	 this	 person	 on	 the	 basis	 of	 socio-
economic,	 psychological,	 philosophical	 or	 other	 criteria	 and	 attribute	 certain	
decisions	 to	 him	 or	 her	 since	 the	 individual’s	 contact	 point	 (a	 computer)	 no	
longer	necessarily	 requires	 the	disclosure	of	his	or	her	 identity	 in	 the	narrow	
sense.	 In	 other	 words,	 the	 possibility	 of	 identifying	 an	 individual	 no	 longer	
necessarily	 means	 the	 ability	 to	 find	 out	 his	 or	 her	 name.	 The	 definition	 of	
personal	data	reflects	this	fact.15
	 Now	 although	 the	 Data	 Protection	 Directive	 and	 the	 Article	 29	
Working	Party	do	 seem	 to	get	 it	 right,	 the	 idea	 that	 identification	and	having	
an	individual’s	civil	 identity	(i.e.	name)	are	two	separate	notions	is	certainly	not	
common	in	the	real	world.	Identification	is	usually	associated	with	obtaining	an	










infringers	from	ISPs	on	the	basis	of	their	IP	addresses,	such	as	BMG Canada Inc. v Doe,	2005	FCA	193,	
<http://reports.fja.gc.ca/en/2005/2005fca193/2005fca193.html>	and	Irwin Toy Ltd. v Doe	(CAN	Ont	Sup	Ct	
J,	2000)	[2000]	O.J.	No.	3318.	





3. THE IDENTIFICATION INDUSTRY
to undeRstand why IdentIfIeRs should conceRn us,	 let	us	have	a	 look	at	one	
branch	 of	 the	 industry	 that	 has	 an	 interest	 in	 identifying	 online	 users:	 search	
engines	 and	 advertisement	 serving	 companies.	 Search	 engines	 are	 provided	
by	corporations	with	commercial	interests.	Their	business	models	are	based	on	
providing	 advertisements	 to	 their	 users.	 The	 better	 these	 advertisements	 are	
tailored	to	the	search	engine’s	users,	 the	more	 likely	 the	viewers	are	to	 follow	
up	on	 the	advertisement18	and	 the	 less	annoying	 these	advertisements	will	be	
judged	by	the	users.19	Search	engine	providers	therefore	have	a	clear	commercial	
interest	 in	 knowing	 who	 their	 users	 are.	 Google’s	 CEO	 makes	 no	 secret	 of	
this:	 “We	are	moving	 to	a	Google	 that	 knows	more	about	 you.”20	Apart	 from	
registered	services,	such	as	myGoogle	and	gMail	that	require	users	to	provide	



















18.	 Christopher	Soghoian,	“The	Problem	of	Anonymous	Vanity	Searches,”	(2007)	3:2	I/S: A Journal of Law and 



















































users	 from	 running	 certain	 software	 (for	 example,	web	 servers).	Users	may	also	
share	the	same	IP	address,	for	instance	because	their	web	traffic	is	routed	through	




	 The	 two	 techniques	 can	 also	 be	 combined.	 This	 limits	 the	 drawbacks	
mentioned	 for	 the	 singular	 use	 of	 cookies	 or	 IPs.	 Combining	 cookies	 and	 IP	
addresses	allows	the	server,	for	instance,	to	notice	that	different	queries	submitted	













analysis	 of	 current	 queries?	 Search	 engine	 providers	 are	 not	 very	 transparent	
about	this.25	What	is	certain	is	that	they	have	the	potential	to	do	so.	Search-related	













with	 named	 individuals.	 People	 frequently	 engage	 in	 vanity	 searches	 or	 self-






of	 its	 users.	 User	 account	 identifications	 were	 replaced	 by	 random	 numbers.	
Journalists	 of	 the	 New	 York	 Times	 had	 little	 trouble	 revealing	 the	 identity	 of	
user	 4417749	 by	 exploiting	 her	 vanity	 searches	 which	 were	 clearly	 visible	 in	
this	user’s	history.30	This	evidences	 that	 large	data	 sets	containing	search	data	



























	 The	 second	 issue	 concerns	 what	 can	 be	 done	 with	 data	 inferred	
from	 search	 data	 of	 unnamed	 individuals.	 As	 we	 have	 seen,	 the	 search	
queries	 themselves	 reveal	 information	 about	 the	 users’	 interests.	 This	 can	 be	






to	 offer	 the	 user	 advertisements	 of	 a	 local	 Apple	 store	 when	 they	 search	 for	










on	 the	 interests	of	 an	 individual	 as	perceived	by	 the	 information	provider—
and	by	those	who	pay	for	providing	the	 information—produce	tunnel	vision.	



















discovery	in	databases	(including	data	mining)	and	profiling	see	Bart	Custers,	The Power of Knowledge:  
Ethical, Legal and Technological Aspects of Data Mining and Group Profiling in Epidemiology	(Wolf	Legal	
Publishers,	2004).	See	also	Roger	Clarke,	“Information	Technology	and	Dataveillance,”	(1988)	31:5	
Communications of the ACM	498–512,	<http://portal.acm.org/citation.cfm?doid=42411.42413>	about	
dataveillance	in	general.
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expensive.36	The	internet	makes	it	possible	to	offer	each	individual	different	terms	
and	conditions	at	little	cost,	without	the	user	being	aware	of	this.		
	 Even	 more	 powerful	 than	 the	 collection	 of	 data	 about	 internet	 user	
preferences	 and	 reusing	 identifiers	 (such	 as	 cookies	 and	 IP	 addresses)	 are	
advertisement-serving	companies,	such	as	Doubleclick	and	Tacoda,37	which	act	
as	intermediaries	between	advertisers	and	the	media	(for	example,	websites	and	




Many	 of	 these	 sites	 make	 use	 of	 a	 limited	 number	 of	 advertisement	 servers.	














4. DECONSTRUCTING IDENTIFIABILITY: L-, R-, C-, AND S-IDENTIFIABILITY





	 The	 Data	 Protection	 Directive	 distinguishes	 between	 different	 kinds	











39.	 Erving	Goffman,	The Presentation of Self in Everyday Life	(University	of	Edinburgh,	1956)	pp.	41–43.
40.	 James	Rachels,Can Ethics Provide Answers? And Other Essays in Moral Philosophy (Rowan	&	Littlefield,	1997),	
pp.	145–154.
41.	 For	discussions	of	the	risks	of	these	practices	see,	for	instance,	Zarsky,	“Desperately	Seeking	Solutions,	
supra	note	33,	and	Custers,	The Power of Knowledge, supra	note	33.	See	also	Tal	Z.	Zarsky,	“Mine	Your	Own	
Business!:	Making	The	Case	For	The	Implications	Of	The	Data	Mining	Of	Personal	Information	In	The	
Forum	Of	Public	Opinion,”	(2002-2003)	5	Yale Journal of Law & Technology,	pp.	2–56,	<http://www.yjolt.org/
old/files/20022003Issue/Zarsky.pdf>;	and	Greg	Elmer,	Profiling Machines: Mapping the Personal Information 
Economy	(MIT	Press,	2004).
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does	not	 result	 in	 the	 individual’s	name	 is	 identification.	But	at	 the	same	 time	
one	has	to	realize	that	EU	data	protection	legislation	was	introduced	at	a	time	
when	personal	data	processing	was	different	 than	what	we	are	 considering	 in	
this	article.	When	the	DPD	provisions	were	drafted,	data	processing	was	done	
by	companies	and	governments	in	face-to-face	interactions	with	customers	and	
citizens	and	by	manually	entering	 forms.	The	data	was	stored	 locally	 in	 (large)	
databases	 and	 data	 was	 exchanged	 on	 tapes	 and	 floppy	 disks.	 Computer	
networks	were	uncommon.	The	Directive	came	into	effect	in	1995,	meaning	that	
the	 early	 drafts	 were	 made	 when	 cookies	 were	 made	 of	 flour	 and	 butter,	 not	
bits.42	The	data	protection	legislation	clearly	shows	its	roots	in	the	traditional	files	
and	 folders	 that	 store	patient	 records,	 customer	data,	government	databases,	
and	the	 like.	One	may	therefore	doubt	whether	 the	regulation	was	sufficiently	
prepared	 for	what	was	 to	 come.43	Of	 course,	 relevant	 regulation	was	enacted	
after	 the	 Data	 Protection	 Directive	 including,	 the	 eCommerce	 Directive,44	 the	
Privacy	 and	 Electronic	 Communications	 Directive,45	 and	 the	 Data	 Retention	
Directive;46	however,	the	foundation	has	not	changed	since	1995.	











44.	 European	Community,	Commission Directive 2000/31/EC of 8 June 2000	on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal Market (Directive on 
electronic commerce),	<http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:EN:H
TML>,	[2000]	Official Journal of the European Union	L	178/1.
45.	 European	Community,	Council Directive 2002/58/EC of 12 July 2002	concerning the processing of personal 
data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic 
communications),	<http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:HTML>,	
[2002]	Official Journal of the European Union	L	201/37	[Privacy	and	Electronic	Communications	Directive].
46.	 European	Community,	Council Directive 2006/24/EC of 15 March 2006	on the retention of data generated or 
processed in connection with the provision of publicly available electronic communications services or of 
public communications networks and amending Directive 2002/58/EC,	<http://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=CELEX:32006L0024:EN:HTML>,	[2006]	Official Journal of the European Union	L	105/54.
47.	 See	also	Gary	T	Marx,	“Identity	and	Anonymity:	Some	Conceptual	Distinctions	and	Issues	for	Research,”	in	










for	instance,	Bruce	Schneier,	Secrets and Lies: Digital Security in a Networked World	(John	Wiley,	2000).	
Authentication	factors	usually	come	into	play	after	an	individual	is	identified.
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and	R-identifiability	for	Recognition	identifiability.48	49	
4.1. L-identifiability 




passport	 numbers,	 social	 security	 numbers,	 and	 IP	 addresses	 are	 examples	 of	
L-identifiers.	Because	there	is	a	connection	between	the	L-identifier	and	a	named	
individual	 (civil	 identity),	 L-identifiers	 can	 be	 used	 beyond	 identification.	






















can	 often	 make	 the	 connection	 between	 the	 IP	 address	 and	 a	 natural	 person	
(the	 subscriber).	 There	 are	 also	 exceptions	 as	 we	 have	 seen,	 such	 as	 internet	
cafes	 with	 shared	 and	 dynamic	 IP	 addresses	 without	 users	 having	 to	 register	
themselves.	Sometimes	additional	data	 is	 required	to	make	the	connection.	 In	


























R-IdentIfIeRs aRe IdentIfIeRs that allow an	 individual	 to	 be	 recognized	 without	




















of	 said	 coat,	 and	 presenting	 a	 genuine	 looking	 token	 is	 supposed	 to	 convey	












54.	 Philip	J.	Windley,	Digital Identity: Unmasking Identity Management Architecture (IMA)	(O’Reilly,	2005)	at	p.	50.
55.	 A	bearer	check	is	payable	to	anyone	who	is	in	possession	of	the	document.
56.	 Windley,	Digital Identity,	supra	note	54	at	p.	50.







provide	 just	 that.	 They	 enable	 personalization	 of	 the	 “experience”	 and	 allow	
service	providers	to	build	and	use	files	about	their	users.	In	many	cases	the	issuer	




5. THE RELATION BETWEEN L-IDENTIFIERS AND R-IDENTIFIERS
the dIstInctIon between l-IdentIfIeRs	 and	 R-identifiers	 comes	 to	 light	 when	 we	
consider	 the	 two	prevalent	 identifiers	on	 the	 internet	discussed	 in	 the	previous	
section:	IP	addresses	and	cookies.	They	are	used	in	similar	ways.	Cookies	and	IP	
addresses	are	the	keys	to	files	maintained	by	service	providers	about	their	users.	




Article	29	Working	Party.	So	 from	this	perspective	 it	would	appear	 that	cookies	




civil	 identity	of	a	user	on	 the	basis	of	a	cookie	 is	 impossible.60	Cookies	are	 just	
(random)	tokens	issued	by	a	website	to	be	recognized	later	as	issued	by	the	same	
website.	Cookies	therefore	belong	to	the	realm	of	R-identifiability.






























card.	This	 is	the	case	 in	certain	trusted	passenger	schemes,	 including	Schiphol	









the thIRd type of IdentIfIabIlIty Is c-IdentIfIabIlIty,	or	Classification	identifiability.	








are	 attributed	 to	 the	 individual	 (ascription65).	 A	 hypothetical	 example	 is	 the	
following.	 An	 online	 bookstore,	 let’s	 call	 it	 Wolga.com,	 distinguishes	 chick	 lit	
readers,	cruel	crime	readers,	 real	crime	readers,	and	 romantic	 readers,	among	
other	categories.	On	the	basis	of	the	browsing	behaviour	of	a	certain	visitor,	the	
website’s	classification	algorithm	may	decide	that	the	visitor	is	a	chick	lit	fan	and	
consequently	 present	 recommendations	 relating	 to	 chick	 lit.	 This	 process	 of	
ascribing	 certain	 attributes	 to	 an	 individual	 can,	 of	 course,	 take	 more	 serious	














analysis	and	classification	are	used.	See	Custers,	The Power of Knowledge,	supra	note	33;	Zarsky,	“Mine	
Your	Own	Business,”	supra	note	41.	Some	techniques	are	hypothesis	driven,	whereas	others	merely	look	for	
statistical	patterns.
65.	 See	Custers,	The Power of Knowledge,	supra	note	33	at	p.	58.
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labels	 with	 them,	 which	 can	 subsequently	 be	 associated	 with	 individuals	 or	
groups,	which	are	then	believed	to	have	certain	beliefs	or	properties.66	


























the fInal type of IdentIfIabIlIty Is s-IdentIfIabIlIty,	 or	 session	 identifiability.	
S-identifiers	 are	 identifiers	 that	 allow	 a	 web	 server	 to	 track	 a	 user	 during	 a	
particular	 interaction	 and	 their	 lifetime	 typically	 is	 a	 single	 “session.”	 An	
ecommerce	 site	 may,	 for	 instance,	 place	 an	 identifying	 cookie	 on	 the	 user’s	
machine	when	she	enters	the	online	store	in	order	to	track	the	user	throughout	
the	shopping	experience.	The	cookie	here	allows	the	server’s	software	to	pick	












S-	 and	 C-identifiers	 represent	 different	 dimensions	 of	 identification	








In	 everyday	 life,	 all	 four	 types	 of	 identifiers	 will	 be	 used	 in	 online	
interactions.	Although	it	is	possible	to	implement	a	web	shop	without	identifiers,	
this	 is	 rarely	the	case	 in	practice.	 If	we	 look	at	 real	websites,	such	as	Amazon.




act	 as	 a	 pointer	 to	 Amazon’s	 records	 of	 the	 user.	 These	 records	 will	 contain	
one	or	more	L-identifiers	(name,	address,	etc.)	of	the	user.	When	the	user	goes	







6. USING THE DISTINCTIONS
the Reason the dIstInctIon between the fouR types	of	identifiers	is	useful	is	that	it	
helps	 with	 analyzing	 the	 issues	 and	 devising	 proper	 solutions.	 The	 Data	
Protection	Directive	in	its	current	form	treats	all	kinds	of	collection	of	personal	
data	alike.	When	data	can	be	qualified	as	personal	data,	as	defined	in	article	2	
of	 the	Directive,69	 the	Directive	applies	and	with	 it	 all	 the	obligations	on	data	




sense.	 For	 instance,	 article	 5(3)	 of	 the	 Privacy	 and	Electronic	Communications	
Directive	requires	“clear	and	comprehensive	information	[…]	about	the	purposes	







“How	the	Cookies	(Almost)	Crumbled:	Privacy	&	Lobbyism,”	(2005)	21:4	Computer Law & Security Report	
310–322	at	p.	320.












Making	 the	 distinction	 between	 L-,	 R-,	 and	 C-identifiability	 explicit	
makes	it	easier	to	specify	separate	regimes	for	the	collection	and	use	of	data	that	
somehow	relate	to	individuals	in	online	interactions.	L-,	R-,	and	C-	identifiability	





l-IdentIfIeRs make It possIble to obtaIn data	directly	relating	to	named	individuals	
in	the	real	world.	This	facilitates	the	tracking	and	addressing	of	individuals	outside	
the	scope	of	the	interaction	or	relation	in	which	the	L-identifiers	play	a	part.	Data	












their	 knowledge,	 which	 is,	 given	 the	 nature	 of	 possible	 privacy	 breaches,	
undesirable.	 Informed	 consent	 of	 the	 data	 subject,	 regarding	 the	 collection	
and	use	of	data	directly	relating	to	the	named	individual,	seems	an	appropriate	
mechanism	to	mitigate	harms.	Requiring	websites	to	provide	information	about	
the	 L-identifiers	 and	 other	 personal	 data	 they	 collect	 and	 how	 they	 are	 used,	














associated	 to	 their	 L-identifier74	 and	 the	 right	 to	have	 the	data	 corrected	also	
seems	reasonable.
6.2. R-identifiability
In oRdeR to functIon, R-IdentIfIeRs RequIRe	the	presence	or	activity	of	the	individual	
to	whom	they	pertain.	The	individual	is	recognized	when	their	token	is	presented	
to	 the	 service	 provider,	 or	 when	 the	 individual’s	 behavior	 allows	 for	 their	
recognition,	for	instance	through	the	queries	they	submit	or	the	clickstream	they	




R-identifiers	 do	 relate	 to	 individuals	 and	 are	 used	 in	 ways	 that	 affect	 these	
individuals,	 but	 in	 many	 of	 their	 applications	 consent	 is	 fairly	 impractical	 and	
unnecessary.	Cookies,	for	instance,	provide	a	convenient	mechanism	to	recognize	
returning	users	which	may	facilitate	tailoring	the	interaction	with	the	user.	They	
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opt-in	regime	for	R-identifiers79	is	throwing	out	the	baby	with	the	bath	water.80	





Instead	 of	 condemning	 all	 cookies,	 we	 should	 assess	 and	 handle	 the	
real	 issues	surrounding	R-identifiers.	A	prominent	 issue	 is	the	construction	and	










tries	 to	 strike	a	balance	between	 the	 free	flow	of	 information84	and	 the	privacy	
interests	of	the	individual.	The	free	flow	of	information	is	even	stronger	in	North	
America.	This	means	that	the	collection	of	(personal)	data	is	not	forbidden	per	se.

























Federal Trade Commission, <http://www.ftc.gov/bcp/workshops/ehavioral/presentations/3lponemon.pdf>.	
See	also	Joseph	Turow,	Lauren	Feldman,	and	Kimberly	Meltzer,	“Open	to	Exploitation:	American	Shoppers	
















Practices91	and	the	OECD	Privacy	Guidelines,92	aim	at	 is	 the	decent	 treatment	
of	people	in	society.	Common	decency	(fair	treatment)	is	therefore	a	core	value	
of	 data	 protection.93	 Fair	 treatment	 in	 the	 online	 context	 implies	 that	 people	
know	that	data	about	them	are	collected	as	well	as	what	data	are	collected	and	
for	what	purposes	these	are	used,	irrespective	of	whether	the	data	are	personal	
data	within	 the	current	definitions	of	 the	 regulation.	The	 intention	of	 the	data	
protection	regulation	goes	beyond	this.	The	position,	as	taken	by	the	industry,	






This	 means	 service	 providers	 should	 clearly	 specify	 their	 use	 of	 R-identifiers.	
Furthermore,	 their	 actual	 use	 of	 R-identifiers	 and	 the	 associated	 data	 should	
adhere	to	their	stated	purposes.
	 Beyond	this,	users	and	their	concerns	should	be	taken	seriously,	which	














92.	 See	Organization	for	Economic	Co-Operation	and	Development,	OECD Guidelines on the Protection of 
Privacy and Transborder Flows of Personal Data,	(23	September	1980),	<http://www.oecd.org/document/18/
0,2340,en_2649_34255_1815186_1_1_1_1,00.html>.
93.	 See	on	this	point	of	view,	for	instance,	Bert-Jaap	Koops,	“Some	Reflections	on	Profiling,	Power	Shifts,	and	
Protection	Paradigms,”	in	Mireille	Hildebrandt	and	Serge	Gutwirth,	eds.,	Profiling the European Citizen: 
Cross-Disciplinary Perspectives	(Springer,	2008).	See	also	Jeffery	L.	Johnson,	“Privacy	and	the	Judgment	of	
Others,”	(1989)	23:2	The Journal of Value Inquiry	157–168;	Gary	T.	Marx,	“What’s	in	a	Concept?	Some	
Reflections	on	the	Complications	and	Complexities	of	Personal	Information	and	Anonymity,”	(2006)	3:1	





















	 Our	 concerns	 about	 profiles	 should	 not	 stop	 here.	 The	 creation	 of	
profiles	on	the	basis	of	 individuals’	online	habits	 is	one	thing,	while	the	use	of	
these	profiles	to	make	decisions	about	these	individuals	is	another.	Discriminatory	
practices	 and	 unfair	 treatment	 of	 individuals	 especially	 come	 into	 play	 in	 the	
application	of	profiles.96	This	brings	us	to	harms	resulting	from	profile	application.	
Should	regulation	pay	more	attention	to	redressing	wrongs?97	For	this	to	work,	
the	 individual	concerned	would	have	 to	 take	 the	 initiative	 in	 the	process.	This	
raises	interesting	issues.










	 This	 brings	 us	 to	 the	 issue	 of	 assessing	 the	 decision	 itself.	 For	
advertisements,	 just	 signaling	 the	 fact	 that	 they	are	consciously	placed	will	be	
sufficient	for	most	users,	but	if	services	are	denied,	merely	signaling	an	R-identifier	
based	decision	is	insufficient.	In	order	to	assess	the	decisions	in	these	cases,	the	












Behavior:	An	Experimental	Study,”	(7	June	2007)	Workshop on the Economics of Information Security,	
<http://weis2007.econinfosec.org/papers/57.pdf>.	Ebay	is	testing	such	a	system,	called	AdChoice,	for	their	
offsite	ads.	See	<http://blogs.mediapost.com/behavioral_insider/?p=187>.

















we	 can	 do	 any	 better	 in	 the	 online	 world.	 Offering	 more	 transparency	 could	
provide	a	starting	point	though.	
*
7. FROM L-IDENTIFIERS TO R-IDENTIFIERS
theRe Is a tendency In the onlIne woRld to	collect	L-type	identifiers.102	Publishers	
and	service	providers	collect	names,	addresses	and	phone	numbers	to	perform	
their	contractual	obligations,	but	also	to	address	their	clients	in	case	of	contractual	
default.	 Personal	 data	 in	 this	 sense	 helps	 to	 build	 online	 trust.	 But	 in	 cases	











As	 is	 true	of	most	websites,	we	gather	certain	 information	automatically	and	
store	 it	 in	 log	files.	This	 information	includes	Internet	Protocol	 (IP)	addresses,	
browser	 type,	 Internet	 Service	 Provider	 (ISP),	 referring/exit	 pages,	 operating	
system,	date/time	stamp,	and	clickstream	data.	We	use	this	information,	which	





102.	 See	for	instance	Jim	Harper,	Identity Crisis: How Identification is Overused and Misunderstood	(Cato	
Institute,	2006).
103.	 This	is	merely	an	example.	I	could	have	picked	any	company’s	website.


























In thIs aRtIcle I have touched upon some of	the	pressing	issues	of	internet	use	in	










by	means	of	 showing	 their	R-identifier	on	 request	or	acknowledging	a	match	 if	
the	 other	 presents	 the	 R-identifier.	 L-identification	 serves	 other	 needs	 than	











	 The	 current	 regulatory	 framework,	 and	 in	 my	 view	 also	 the	 current	
debate	regarding	privacy	and	data	protection,	conflates	L-	and	R-identifiability	
into	a	single	concept.	This	causes	confusing	debates,	puts	people	on	the	wrong	
footing	 and	 results	 in	 fighting	 the	 wrong	 battles.	 This	 is	 unhelpful	 in	 getting	
privacy	advocates	and	industry	aligned.	Even	though	they	have	different	interests	
in	the	end,	there	may	be	much	more	common	ground	than	the	discussion	using	
the	 current	 terminology	 allows.	 Separating	 the	 various	 kinds	 of	 identifiability	
and	amending	definitions	and	regulations	in	line	with	this	distinction	may	help	in	
fighting	the	correct	battles.
